Seamlss - Streamlined Client Onboarding & Verification for Accounting Firms

Connect to 0365 Sharepoint

Integrated Apps - https://seamlss.com.au/help/sharepoint-integration-with-seamlss/

Step 1: Create the App in Microsoft Entra

e Go to: Microsoft Entra App Registrations

e Login as MS Office 365 admin

e Click on Applications > App registrations: from the left hand menu, if not already selected.

Microsoft Entra admin center 2 Search resources, services, and docs (G+/)

Home >
ﬁ Home
App registrations =
“'f What's new
x| Diagnose & solve problems -+ New registration @ Endpoints & Troubleshoot 0 Refresh \_L Download [ Previe
Favorites ~
*x @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authenticatior
support and security updates but we will no longer provide feature updates. Applications will need to be
® Identity ~
All applications | Owned applications Deleted applications
Overview PP PP pP
R Users N L Start typing a display name or application (client) ID to filter these r... +‘~l? Add filters

e Click “+ New registration”
e Name: It can be anything, but we recommend, Seamlss SharePoint
e Supported account type: Accounts in this organisational directory only (Single tenant)

e Redirect URI:
o Select Web from the dropdown

o URI: https://seamlss.app/Settings/SharePointCallback

Click Register

dd
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https://seamlss.com.au/help/sharepoint-integration-with-seamlss/
https://entra.microsoft.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade

Home > App registrations »

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Seamlss SharePoint o

Supperted account types

Whao can use this application or access this API?
@ Accounts in this organizational directory only {Seamlss only - Single tenant)
O Accounts in any organizational directory (&ny Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | | https://seamlss.app/Settings/SharePointCallback "

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprize applications.

e Once completed, take note of the Application (client) ID, along with your Directory

(tenant) ID. These will be used later.

Home > App registrations »

g3 Seamlss SharePoint =
"y

| £ Search | @« EI Delete @ Endpoints [ Ppreview features
i Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =
& Quickstart
# Integration assistant - Essentials
# Diagnose and solve problems Display name Client credentials
Seamlss SharePaint Add a certificate or secret
Manage Application (client) ID Redirect URIs
) ) il | en” P e w9262 1 web, 0spa, 0 public client
&= Branding & properties
Object ID Application 1D URI
D Authentication = = = = . Add an Application ID URI
Certificates & cecrets Directory (tenant) ID Managed application in local directory
I T LT 70 5 Seamlss SharePoint

Ill -
ifl Token configuration Supported account types

<+ AP| permissions My organization only
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Step 2: Configure Authentication Settings

Go to the app’s Authentication menu

Confirm Web platform is configured correctly.
o This should already be configured, but otherwise click “Add a platform”, select “Web"” and

for Redirect URI enter: https://seamlss.app/Settings/SharePointCallback

Set the following for Front-channel logout URL:

https://seamlss.app/Settings/DisconnectFromSharePointAsync

Under Implicit grant and hybrid flows, tick both boxes.

Finally, for Supported account types select “Accounts in this organisational directory only (

_Your org_: Single tenant)”.

Leave Advanced settings as-is, and click Save
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Home > App registrations » Seamlss SharePoint

3 Seamlss SharePoint | Authentication =

|JJ Search | « & Got feedback?

B overview

& Quickstart Platform configurations

# Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as

) redirect URIs, specific authentication settings, or fields specific to the platform,
. Diagnose and solve problems

-+ Add a platform
Manage

B2 Branding & properties

start Docs ]
3 Authentication Web ' = E[

Redirect URIs

Certificates & secrets . . ) . . . :
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

Il Token configuration URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions =
@ AP| permissions
https://fseamlss.app/Settings/SharePointCallback
@ Expose an API P PP g @

B app roles Add URI
& Owners

2 -
&k Roles and administrators Front-channel logout URL

Manifest This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correcthy.
Support + Troubleshooting - - -
https://seamlss.app/Settings/DisconnectFromSharePointAsync v

& New support request
Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SP4) and
doesn't use the authorization code flow, or if it invokes a web API via Javascript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Leamn more about
tokens.

Select the tokens you would like to be issued by the authonization endpoint:
H Access tokens (used for implicit flows)
n ID tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
(!-) Accounts in this organizational directory only (Seamiss anly - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra D tenant - Multitenant)

Step 3: Generate a Client Secret

e Navigate to Certificates & secrets

e Under “Client secrets,” click + New client secret

o Description: Seamlss SharePoint Client Secret

o Expiry: 6 to 24 months recommended

e Click Add and copy the VALUE immediately (you won't be able to retrieve it again later)
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Home > App registrations > Seamlss SharePoint Add a C|ier‘|t secret "
Seamlss SharePoint | Certificates & secrets =

Description Seamlss SharePoint Client Secret

P search # & Got feedback?
o o Expires I 730 days (24 months) o

B overview

Credentials enable confidential applications to identify themselves to the authe

& Quickstart . - N
scheme). For a higher level of assurance, we recommend using a certificate (ins

A Integration assistant

A Diagnose and solve problems
@ Application registration certificates, secrets and federated credentials can be f
Manage
B Branding & properties e - :
aspep Certificates ()  Client secrets (0)  Federated credentials (0}

3 Authentication

A secret string that the application uses to prove its identity when requesting

Certificates & secrets

{I! Token configuration —+ New dlient secret
= AP permissions Description Expires Valug
& Expose an API

Mo client secrets have been created for this application.

T ann eelae

Return to the Seamlss SharePoint integration page and paste the Client Secret into the Client

Secret ID field. You can also copy and paste the Tenant ID and Application ID / Client ID at this

stage if you like.

SharePoint

Link your SharePoint account with Seamlss so you can sync documents between Seamlss and SharePoint.

\iew our help guide [ to get setup.

Tenant ID:

Enter your Tenant 1D here

Application 1D / Client 1D:
Enter your Application ID or Client ID here

Client Secret ID:
Enter your Client Secret here =

Connect to SharePoint

Step 4: Add Delegated APl Permissions

Go to API Permissions > + Add a permission > Microsoft Graph > Delegated permissions
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https://seamlss.app/Dashboard/Settings#integrations
https://stage.seamlss.app/Dashboard/Settings#integrations

Home > App registrations >

Seamiss ShareFoint

- Seamlss SharePoint | API permissions

2 search

Owerview

e

Quickstart

Integration assistant

-

X Diagnose and solve problems

Manage

B Eranding & properties

a Authentication
Certificates & secrets

{Il Token configuration

= APl permissions

Y Expose an APl

B App roles

£ Owners

dl. Roles and administrators

e Add the following:

() Refresh & Got feed

A Granting tenant-wide cons
behalf aren't affected. Lear

0 Tha “Admin consent requil
reflect the value in your or

Canfigured permissions

Applications are authorized to ¢
all the permissions the applicati

Add a permission  «" G
APl / Permissions name

s Microsoft Graph (1)

User.Read

Request API permissions X

€ All APIs

@ Microsoft Graph
https:/fgraph.microsoft.com/ Docs o
What type of permissions does your application require?
Delegated permissions

Your application needs to access the AP as the
signed-in user.

Application permissions
Your application runs as a background service or daemon without a
signed-in user.

expand al

Select permissions
£ Start typing a permission to filter these results
@ The “Admin consent required” column shows the default value for an organization, However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in onganizations where this app will be used. Leam
more

Permission Admin consent required

(use the search bar to find them quickly and easily)

o Files.ReadWrite.All

o Sites.Read.All

o offline access

You should see the permissions added like below (User.Read will already be added).

After adding the permissions, click Grant admin consent:

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission
API / Permissions name
v Microsaft Graph (4)
Files.ReadWrite.All
offline_access
Sites.Read.All

User.Read

~/ Grant admin consent for Seamlss

Type Description Admin consent requ... Status

Delegated  Have full access to all files user can access Mo LA
Delegated  Maintain access to data you have given it access to Mo LA
Delegated  Read items in all site collections Mo LA
Delegated  Sign in and read user profile Mo LA

The Status should then say Granted for each permission. Your Application setup is now complete.
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Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission /" Grant admin consent for Seamlss

APl / Permissions name Type Description Admin consent requ... Status

" Microsoft Graph (4) ane
Files.ReadWrite.All Delegated  Hawve full access to all files user can access Mo @ Granted for Seamlss ses
offline_access Delegated  Maintain access to data you have given it access to Mo @ Granted for Seamles sua
Sites.Read.All Delegated  Read items in all site collections Mo @ Granted for Seamlss wes
User.Read Delegated  Sign in and read user profile Mo @ Granted for Seamlss wes

Step 5: Connect in Seamlss

Return to the Overview menu to copy the required fields below.

Home > App registrations »

g3 Seamlss SharePoint »
Il‘

|f0 Search | « i Delete @ Endpoints [ Preview features

i Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

# Integration assistant A Essentials

#. Diagnose and solve problems Display name Client credentials
Seamlss SharePaint Add a certificate or secret

Manage Application (client) ID Redirect URIs

—_ ) ) il | mn” F o e el 9263 1 web, 0 spa, 0 public client

= Branding & properties
Object ID Application 1D URI

3 Authentication . Add an Application 1D URI

Certificates & secrats Directory (tenant) ID Managed application in local directory

PR ' LML 725 Seamlss SharePoint

Ill - -
i Token configuration Supportad account types

S~ AP| permissions 1My organization only

Now go to Seamlss to complete the connection:

e Go to the SharePoint integration setup section

e Enter the following values:

o Directory (tenant) ID => Tenant ID
o Application (client) ID => Application ID / Client ID

o Client Secret => Client Secret ID (from Step 3) if you didn’t you will have to go back and

create another

e Click Connect to SharePoint, follow the prompts to sign in as admin, ensuring you tick the

Consent box and Accept.
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https://seamlss.app/Dashboard/Settings#integrations

B Microsoft

tech@seamlss.com.au

Permissions requested

Seamlss SharePoint
seamlss.com.au

This application is not published by Microsoft.

This app would like to:

~ Edit or delete items in all site collections

.~ Have full access to all files user can access

~ Maintain access to data you have given it access to

~~ View users' basic profile

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microscft.com. Show details

Does this app look suspicious? Report it here

e Once authenticated, use the Select SharePoint Drive button to select a site and documents

folder (e.g. Business Edge Accounting > Documents)

¢ Click the Save Settings button to finish.
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SharePoint

SharePoint is connected. You can now sync files.

Disconnect from SharePoint

@D SharePoint Storage Active

Site and Root Folder

M Change default folder... Select SharePoint Drive

Root Site: Seamlss Test Site
Root Folder: Documents

Notes

e Connecting SharePoint will disconnect any previous OneDrive or Google Drive integration.

e The Microsoft Entra app must be registered under the same tenant as the user’s Microsoft

365 account used for connection.

e Ensure “Web" is explicitly selected when entering Redirect URIs. This is easy to miss.

Troubleshooting

Redirect URI Mismatch

Ensure the redirect URI in Microsoft Entra exactly matches the one used by Seamlss:
e https://seamlss.app/Settings/SharePointCallback

If not, add it under Authentication > Platform configurations and save.

Secret Errors

e Ensure the secret value is used (not the secret ID)

e If unsure, generate a new one and replace it in Seamlss
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Consent Issues

e Admins must click Grant admin consent in the Azure portal

e If it fails silently, confirm that each permission shows “Granted” next to it

Login or Sync Fails

e Clear cookies or try an incognito window

e Ensure the user connecting via Seamlss belongs to the same Microsoft 365 tenant where the

app was registered

e Refresh the client secret or tenant/client ID values in Seamlss if they’ve changed

What Not to Do

e Don’'t use Application-type permissions
e Don’t register the app as multi-tenant
e Don’t use wildcard ( *) URIs

e Don't forget to select “Web"” when configuring Redirect URIs
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